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1. The initial problem



Fewer and fewer entry points

More and more companies are implementing basic protections in Active Directory environments:

• Disabling multicast name resolution protocols: LLMNR, NBNS, and mDNS are turned off, preventing poisoning 

attacks using tools like Responder.

• Protocol signing: The presence of signed protocols such as SMB or LDAP makes relay attacks (e.g. ntlmrelayx) 

impossible.

• IPv6 disabled: DHCPv6 poisoning via mitm6 will not work.
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Fewer and fewer entry points

More and more companies are implementing basic protections in Active Directory environments:

• Disabling multicast name resolution protocols: LLMNR, NBNS, and mDNS are turned off, preventing poisoning 

attacks using tools like Responder.

• Protocol signing: The presence of signed protocols such as SMB or LDAP makes relay attacks (e.g. ntlmrelayx) 

impossible.

• IPv6 disabled: DHCPv6 poisoning via mitm6 will not work.

In a black-box scenario, gaining access to a domain user becomes difficult.

That's where ASRepCatcher comes into play.
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Reminder of the Kerberos protocol in Active Directory.



Reminder of the Kerberos protocol in Active Directory.

1. KRB_AS_REQ : the client sends a request to the KDC to obtain a TGT and includes

the timestamp encrypted with its secret.

2.  KRB_AS_REP : the KDC returns the TGT, and a part encrypted with the user's 

secret  Interesting part

3.  KRB_TGS_REQ : the client presents the TGT to the KDC in order to obtain a ticket 

to access the resource server.

4.  KRB_TGS_REP : the KDC verifies the TGT and returns the service ticket,

5.  KRB_AP_REQ : the client sends accesses the service in question.

6.  KRB_AP_REP (optional) : The client may request the server to authenticate 

itself.
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Reminder of the ASREPRoasting attack

• The AS-REP response contains a part encrypted with the user's secret.

• This secret is derived from the user's password.

• We then crack this ticket offline to recover the password..

Some users may have Kerberos pre-authentication disabled

1. KRB_AS_REQ : the client sends a request to the KDC to obtain a TGT without

including the encrypted timestamp.

2.  KRB_AS_REP : the KDC returns the TGT, and a part encrypted with the user's 

secret  Interesting part
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AS-REP

Kerberos is an unencrypted protocol.

What prevents us, by eavesdropping on the network, from capturing an AS-REP of a user who does not have pre-

authentication disabled?

Desired scenario :

We keep a copy of the AS-REP packet
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Thoughts

Kerberos is an unencrypted protocol.

What prevents us, by eavesdropping on the network, from capturing an AS-REP of a user who does not have pre-

authentication disabled?

Desired scenario :

We then crack the ticket offline.



Thoughts

Problem



Thoughts

15 minutes for a single 

hash…

Problem : It takes longer than if we had retrieved a ticket from an account without pre-authentication.



Thoughts

It’s way faster when I use 

Impacket…

Problem : It takes longer than if we had retrieved a ticket from an account without pre-authentication.
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Thoughts

Why ?

Commonly used tools, such as GetNPUsers from the Impacket suite, request RC4 encryption by default.

In the majority of AD environments, workstations support AES and will usually choose the most robust algorithm.

So the ticket you pick up with a man-in-the-middle position isn't as interesting.

How can I get a ticket 

that's easier to crack ?



Thoughts

Time required to crack a ticket encrypted with RC4

Three seconds ? I like this 

algorithm.



Thoughts

Time required to crack a ticket encrypted with RC4

How can I find AS-REP 

packets like that?



Kerberos negotiation



Kerberos negotiation

According to RFC 4120 :



Kerberos negotiation

1. KRB_AS_REQ : the client chooses an algorithm in the list and sends a request to the KDC to obtain a TGT. 

The request includes the timestamp encrypted with its secret.

2. KRB_AS_REP : the KDC returns the TGT, and a part encrypted with the user's secret using the algorithm 

chosen by the user  Interesting part

3.  KRB_TGS_REQ : the client presents the TGT to the KDC to obtain a ticket to access the server.

4.  KRB_TGS_REP : the KDC verifies the TGT and returns the service ticket.

5.  KRB_AP_REQ : the client accesses the service in question.

6.  KRB_AP_REP (optional) : the client may request the server to authenticate itself.

1. KRB_AS_REQ : the client sends its list of supported algorithms (without encrypting the timestamp). 

2. ERR_PREAUTH_REQUIRED : the KDC sends its list of supported algorithms.

Negotiation



Kerberos negotiation



Kerberos negotiation

No pre-authentication



Kerberos negotiation

No pre-authentication

List of supported algorithms



Kerberos negotiation



Kerberos negotiation

List of algorithms supported by the KDC



Kerberos negotiation



Kerberos negotiation

Pre-authentication



Kerberos negotiation

Pre-authentication

Algorithm used to encrypt the timestamp



Kerberos negotiation



Kerberos negotiation

Part of the ticket encrypted with the algorithm 

chosen by the workstation
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Negotiation tampering

Updated scenario :
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AS-REQ without pre-authentication

Updated scenario :
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AS-REQ without pre-authentication

Updated scenario :



Negotiation tampering

KDC_PREAUTH_REQUIRED

List of supported algorithms

Updated scenario :



Negotiation tampering

KDC_PREAUTH_REQUIRED

List of supported algorithms

We modify the packet on the fly by removing the robust algorithms 

from the list suggested by the KDC.

Updated scenario :



Negotiation tampering

Modified KDC_PREAUTH_REQUIRED

List of supported algorithms 

containing only RC4

Updated scenario :



Negotiation tampering
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Timestamp encrypted with RC4
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Negotiation tampering

AS-REQ with pre-authentication

Timestamp encrypted with RC4

Updated scenario :



Negotiation tampering

AS-REP

Updated scenario :

Client part encrypted with RC4



Negotiation tampering

AS-REP

Client part encrypted with RC4

We keep a copy of the ticket

Updated scenario :



Negotiation tampering

AS-REP

Client part encrypted with RC4

Updated scenario :



Negotiation tampering

Updated scenario :



Negotiation tampering

Let’s do it with the Scapy Python module



Negotiation tampering

The interesting function
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Ignoring machine 

account with very

robust password



Negotiation tampering

The interesting function

Ignoring machine 

account with very

robust password

Negotiating AS-REQ packet



Negotiation tampering



Negotiation tampering

ERR_PREAUTH_REQUIRED error
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ERR_PREAUTH_REQUIRED error

Deletion of non-RC4 algorithms
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crackable format



Negotiation tampering

ERR_PREAUTH_REQUIRED error

Deletion of non-RC4 algorithms

Printing hash in 

crackable format

Restoring target’s ARP cache
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Putting the theory to the test

Algorithms supported
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Putting the theory to the test

Algorithms supported

by the KDC

No more AES !



Putting the theory to the test



Putting the theory to the test

No choice but 

to use RC4

Algorithms supported

by the client



Putting the theory to the test



Putting the theory to the test

RC4 is used by the 

KDC to encrypt the 

client part



Putting the theory to the test

RC4 is used by the 

KDC to encrypt the 

client part



5. Tool presentation



Presentation



Example with ASRepCatcher



6. Protection and detection



Protections against ARP poisoning

Kerberos protections

Protections



• Network device protections :
• DAI (Dynamic ARP Inspection)

• DHCP Snooping

• Devices that detect ARP anomalies on the network (e.g. ARPwatch, Xarp, Suricata, etc.) 

• Workstation protections :
• Antivirus or EDR detecting anomalies in the ARP cache

• Static ARP entries

Protections against ARP poisoning :

Kerberos protections :

• Implementing strong passwords.

• Disabling RC4 in the domain.

• Kerberos Armoring : an additional layer of encryption.
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• Network device protections :
• DAI (Dynamic ARP Inspection)

• DHCP Snooping

• Devices that detect ARP anomalies on the network (e.g. ARPwatch, Xarp, Suricata, etc.) 

• Workstation protections :
• Antivirus or EDR detecting anomalies in the ARP cache

• Static ARP entries

Protections against ARP poisoning :

Kerberos protections :

• Implementing strong passwords.

• Disabling RC4 in the domain.

• Kerberos Armoring : an additional layer of encryption.

Protections

Manchesterunited1999

Lebronjames23!

Finalfantasy10@

Pocahontas90**

Rocknroll4ever!

Lavieestbelle3!

Wonderwoman33@

Examples of cracked passwords



Protections against ARP poisoning :

Protections

Example with ESET EDR



Disabling RC4

It should be disabled progressively while actively auditing Kerberos log events.

• Requirements : 
• Clients and servers must support AES encryption

• Make sure the environment is compliant
• Audit first and identify devices that only use RC4 : Event ID 4768

• Make sure all devices have been remediated

• Progressively disable RC4



Kerberos Armoring – FAST

Problem : it can be hard to implement. It must be done very carefully.

• Requirements : 
• The Domain Functional Level must be 2012 or higher.

• The clients must run on Windows 8/Windows server 2012 or higher.

• Additional layer of encryption : 
• A secure tunnel is created between the workstation and the KDC.

• The exchange is encrypted using an armor key.

• The key is derived from the host machine’s TGT session key.



Kerberos Armoring – FAST

Problem : it can be hard to implement. It must be done very carefully.

• Requirements : 
• The Domain Functional Level must be 2012 or higher.

• The clients must run on Windows 8/Windows server 2012 or higher.

• Additional layer of encryption : 
• A secure tunnel is created between the workstation and the KDC.

• The exchange is encrypted using an armor key.

• The key is derived from the host machine’s TGT session key.

You don’t have to go this far…



Detection

1. Multiple accounts from the same IP

2. RC4 encryption requested

Elements to be identified beforehand : shared workstations, NAT, etc.

RC4 in pre-authentication encryption type field but AES present in client’s supported encryption types.

Undetectable before 14 Jan 2025 Windows update.

Windows logs – Event ID 4768



Detection – before the 14 Jan 2025 update

Legitimate log



Detection – before the 14 Jan 2025 update

Legitimate log

Client’s IP address

Encryption type used by 

the KDC to encrypt the 

TGT’s encrypted part



Detection – before the 14 Jan 2025 update

Log generated by ASRepCatcher
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Detection – before the 14 Jan 2025 update

Log generated by ASRepCatcher

Kali’s IP address

Encryption type used by 

the KDC to encrypt the 

TGT’s encrypted part

Only the IP changed : undetectable



Detection



Detection

Part encrypted with 

the KDC’s secret

Part encrypted with 

the client’s secret



Detection

Part encrypted with 

the KDC’s secret

Part encrypted with 

the client’s secret

Field : ticket encryption type

New field since 14 Jan 2025 Update:

Pre-authentication encryption type



Detection – since the 14 Jan 2025 update

Legitimate log



Detection – since the 14 Jan 2025 update

Legitimate log

Client supported 

algorithms

KDC supported 

algorithms

Advertized etypes 

in the AS-REQ

Encryption type used by 

the KDC to encrypt the 

TGT’s encrypted part

Encryption type used by 

the KDC to encrypt the 

client’s encrypted part
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Log generated by ASRepCatcher



Detection – since the 14 Jan 2025 update

Log generated by ASRepCatcher

Client supported 

algorithms

KDC supported 

algorithms

Advertized etypes 

in the AS-REQ

Encryption type used by 

the KDC to encrypt the 

TGT’s encrypted part

Encryption type used by 

the KDC to encrypt the 

client’s encrypted part



Detection – since the 14 Jan 2025 update

Log generated by ASRepCatcher

Mismatch

Hunt for this type of logs
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Usual logs from a real environment
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AES256
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AES256
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Detection – since the 14 Jan 2025 update

Usual logs from a real environment

AES128

No pre-authentication

RC4

AES256

No relationship



Detection – before the 14 Jan 2025 update

Usual logs from a real environment



Detection – before the 14 Jan 2025 update

Usual logs from a real environment

Not enough information : only ticket encryption type field



Detection – before the 14 Jan 2025 update

Usual logs from a real environment

Not enough information : only ticket encryption type field

Update your domain controllers !



7. Next steps



Next steps

Bypass pre-authentication encryption type detection : tamper client AS-REQ

Make it look like it’s an outdated device that only supports RC4 ➔ hide in the noise

Bypass multiple accounts from one IP detection : AS-REQ Roasting

Not sending AS-REQ to the KDC so it doesn’t see the attacker’s IP
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Next steps

AS-REQ without pre-authentication

Bypass detection : multiple accounts from same IP address

AS-REQ Roasting



Next steps

AS-REQ without pre-authentication

Bypass detection : multiple accounts from same IP address

AS-REQ Roasting



Next steps

KDC_PREAUTH_REQUIRED

List of supported algorithms

Bypass detection : multiple accounts from same IP address

AS-REQ Roasting



Next steps

KDC_PREAUTH_REQUIRED

List of supported algorithms

We modify the packet on the fly by removing the robust algorithms from the list 

suggested by the KDC.

Bypass detection : multiple accounts from same IP address

AS-REQ Roasting



Next steps

Modified KDC_PREAUTH_REQUIRED

List of supported algorithms 

containing only RC4

Bypass detection : multiple accounts from same IP address

AS-REQ Roasting



Next steps

AS-REQ with pre-authentication

Timestamp encrypted with RC4

Bypass detection : multiple accounts from same IP address

AS-REQ Roasting
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Timestamp encrypted with RC4

We keep a copy of the AS-REQ packet
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Next steps

We keep a copy of the AS-REQ packet

Bypass detection : multiple accounts from same IP address

AS-REQ Roasting



Next steps

Then we…disappear

Bypass detection : multiple accounts from same IP address

AS-REQ Roasting
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Bypass detection : multiple accounts from same IP address

AS-REQ Roasting



Next steps

After receiving the AS-REQ and restoring the workstation's ARP cache, the client 

continues its authentication process by re-sending the last AS-REQ packet.

Bypass detection : multiple accounts from same IP address

AS-REQ Roasting



Next steps

After receiving the AS-REQ and restoring the workstation's ARP cache, the client 

continues its authentication process by re-sending the last AS-REQ packet.

Problem : can potentially cause additional latency

Bypass detection : multiple accounts from same IP address

AS-REQ Roasting
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Attacker MAC address
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Next steps

Real KDC MAC address



Next steps

Bypass pre-authentication encryption type detection : tamper client AS-REQ

Make it look like it’s an outdated device that only supports RC4 ➔ hide in the noise

Bypass multiple accounts from one IP detection : AS-REQ Roasting

Not sending AS-REQ to the KDC so it doesn’t see the attacker’s IP

Combine both bypasses ?



Next steps

Bypass pre-authentication encryption type detection : tamper client AS-REQ

Make it look like it’s an outdated device that only supports RC4 ➔ hide in the noise

Bypass multiple accounts from one IP detection : AS-REQ Roasting

Not sending AS-REQ to the KDC so it doesn’t see the attacker’s IP

Combine both bypasses ? Unfortunately not possible : the advertized enctypes are logged based on the last AS-REQ



8. Conclusion



Conclusion

• More and more companies are implementing basic protections in Active Directory environments

• ARP poisoning is often overlooked

• This technique can unlock a lot of black box scenarios

• Dozens of hashes – Rockyou.txt – OneRuleToRuleThemStill ➔ It usually gets multiple domain users

• Main protections :

• Implement strong passwords

• Prevent ARP poisoning

• Disable RC4

• Set up Kerberos Armoring (if you’re not afraid…)
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