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Introduction

Hash functions are central in constructing cryptographic 

schemes. Primitives like SHA3 are well studied and offer 

the security properties:

● Pre-image resistance

● Second pre-image resistance

● Collision resistance



This talk is not about…

Weak hashes like MD5:
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Level 1: Domain separation



Example: Commitments

You commit to a value v but do not reveal it in advance:

e is a blinding value. Revealing (e,v) later, allows 
everyone to verify the commitment.



Commitment example

I want to commit to a number of potions I will buy. I first 
compute my commitment and share it:

Later I reveal the number of potions and the blinding value 
and everybody can verify my commitment is right or wrong



Commitment example

But I could have cheated:

Both commitments are valid because there is no domain 
separation.



Safeheron commitment



Commitment hacks



Commitments hacks



Old is not always better



Same problem different places

● Merkle trees
● MPC especially threshold signatures scheme (TSS)
● Zero Knowledge proofs

Those kind of constructions are used a lot in practice:



Same problem different places

● Binance TSS lib, io.finnet, Thorchain, … (CVE-2022-47931)
● Multisig labs, Taurus (multi-party-sig) and other cryptography 

libraries.
● Swiss Post e-voting bug found by Pascal Junod: 

https://crypto.junod.info/posts/recursive-hash/

https://crypto.junod.info/posts/recursive-hash/


Why does it matter ?



Cheat codes

TupleHash is standardized by NIST:



Cheat codes

TupleHash is implemented in:

● Python: pycryptodome

● Javascript: noble-hashes

● Go: tuplehash

● Rust: sp800-185

https://github.com/Legrandin/pycryptodome
https://github.com/paulmillr/noble-hashes
https://pkg.go.dev/gitlab.com/yawning/tuplehash
https://crates.io/crates/sp800-185


Level 2: Hash outputs



Hash output in a range

How to hash a string to obtain a number in a specific range 
for example a number between 0 and q ?

 Taking H(m) mod q does not work because of modular bias.



Modular bias

Generates numbers between 0 and 15 uniformly.
What happens if we take x % 10 ?



Modular bias

Values 0,1,2,3,4,5 are twice more frequent than others



XOFs
eXtendable-Output Functions:

● Produce any length of output

● Have the same security properties (w.r.t the length)

● For SHA3: SHAKE128 and SHAKE256

● CSHAKE is based on SHAKE128 and SHAKE256 with domain 

separation.

Still does not work is q is not a power of two !



Swiss Post e-voting



Recursive hash
Crypto primitives 1.2.0:



Recursive hash
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Recursive hash

● Reported to Swiss post via the Bug bounty program
● Acknowledge as a medium vulnerability
● Patched in few days
● Correction published in the new code and in Crypto 

Primitives 1.2.1
● Similar problems found and reported in several other 

libraries



Control the modular bias

Use larger output values using a XOF:

1. Hash output values: len(q) + 256 bits
2. Reduce modulo q

The bias will be about 



Solution



Cheat codes



Cheat codes



Hash to curves

The Hashing to Elliptic Curves draft is defining ways to 
hash values to elliptic curve points with desirable 
features:
● Uniformly distributed
● Unknown discrete logarithm
● Domain separation



Going further

Blog post:

https://research.kudelskisecurity.com

https://research.kudelskisecurity.com


Conclusion

● Two kind of pitfalls:
○ Lack of domain separation 
○ Hash to a range

● Using secure primitives to build more complex schemes 
does not lead to secure protocols.

● Some solutions, sometimes standardized, already exist: 
RTFM



Questions


