F:=RTINET

Unpacking 1, 2, 3 !

Axelle Apvrille
Barbhack, Toulon, Aoiit 2022




@ Introduction

aos A. Apvrille - Unpacking 1, 2, 3! - 2/34 © Fortinet Inc. All Rights Reserved.



Bonjour ! Qui suis-je ?

m Principal Security Researcher chez Fortinet

m Thémes: Malware sur Android et loT

m PhOwn CTF, 9 décembre 2022 a Sophia Antipolis
m Email: aapvrille (at) fortinet (dot) com

|

Twitter: @cryptax

- A. Apvrille - Unpacking 1, 2, 3! - 3/34 © Fortinet Inc. All Rights Reserved.


https://ph0wn.org

APK 101

Ressources

Librairies

Application Android (APK)

Manifest (XML)
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APK 101

Ressources

Librairies

Application Android (APK)

Manifest (XML)

Dalvik Executable
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Obfuscation

Rendre le code difficile a lire

public String wrongopen(File file) {

if (file.canWrite()) {

for (int i = 3; i < 17; i++) {
this.WbTowpglUD_968305 = (this.YUwpEMgNfl_692005
* 63) - (61 / this.ducTLgZhfU_406715);

}

}

return file.getAbsolutePath();

}
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Packing
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Packing

Impossible de
savoir ce qu'il y
a dans le paquet...
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Packing

Pico a I'air con-
tent, mais a-t-i/
——> raison ? Le con-
tenu peut étre un
virus...

Impossible de
savoir ce qu'il y
a dans le paquet...
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Packer # Malware
MAIS
dans cette présentation, on ne parle
QUE d'applications malveillantes
(et qui sont packées)
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Fonctionnement d’un packer

APK

DEX - Packer
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Fonctionnement d’un packer

APK
.\) I

DEX - Packer Propriétaire,

caché, com-
plexe...

Unpacking Algo
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Fonctionnement d’un packer

APK

DEX - Packer Propriétaire,
caché, com-

plexe...

Unpacking Algo [F
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Fonctionnement d’un packer

Unpacking Algo

DEX - Payload

DEX - Packer
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Fonctionnement d’un packer

APK

DEX - Payload

DEX - Packer chargement dynamique
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Inutile d’analyser "I’APK”!

| MobSF

Static Analyzer

Information

Scan Options
Signer Certificate
Permissions
Android API
Browsable Activities
Security Analysis

Malware Analysis

RECENT SCANS

Message Digest

Query Database of SMS, Contacts etc

Starting Activity

Starting Service

URL Connection to
file/http/https/ftp/jar

STATIC ANALYZER

DYNAMIC ANALYZER

com/sponsor/economy/delay/OJdDfFw
com/sponsor/economy/delay/EEyGakErt
com/appsflyer/internal/c.java

com/sponsor/economy/OKxQmFsRjOs$

com/appsflyer/internal/aa.java
com/appsflyer/internal/ae.java

com/appsflyer/internal/cs.java
com/appsflyer/internal/cu.java
com/appsflyer/internal/ag.java
com/appsflyer/share/CrossPromotionH

com/appsflyer/internal/ab.java

com/appsflyer/internal/aj.java
com/appsflyer/share/CrossPromotionH

Vous ne verrez que le packer = emballage !
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Inutile d’analyser "I’APK” !

QUARK

Analysis Result Sample Information
\ The # of rules for each confidence

File name com.sponsor.economy.apk

17/204 80% [ MD5 83455581c302cf6{ef935282ff2b0013
50% BB} 92 File size 2.36 Mb
Labels collection reflection calllog calendar sms network
20% [EE] %

dexClassLoader file contact control command

] Max confidence of rule labels Select lables to see max confidence in radare chart
collection calendar calllog socket
reflection
0 packer dex privacy lock
command network reflection power
pin so wifi telephony
record evasion file applications

Vous ne verrez que le packer = emballage !
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Chargement dynamique de DEX

DexClassLoader Added in API level 3

public DexClasslLoader tring dexPath; 0
String optimizedDirectory,

String librarySearchPath,
ClassLoader parent)

Creates a DexClassLoader that finds interpreted and native code. Interpreted classes are found in a set of
DEX files contained in Jar or APK files.
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Chargement dynamique de DEX

Public constructors

URLClassLoader

Added in API level 1

public URLClassLoader (URL[] urls,
ClassLoader parent)

Constructs a new URLClassLoader for the given URLs. The URLs will be searched
in the order specified for classes and resources after first searching in the
specified parent class loader. Any URL that ends with a '/' is assumed to refer to a
directory. Otherwise, the URL is assumed to refer to a JAR file which will be
downloaded and opened as needed.
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Chargement dynamique de DEX

ClassLoader Q

public abstract class ClasslLoader

extends Object

java.lang.Object
L, java.lang.ClassLoader

Known direct subclasses
BaseDexClassLoader, SecureClassLoader

Known jndi taSSES
elegateLastClassLoader, DexClassLoader, IhnMemoryDexClassLoader, PathClassLoader,

ClassLoader
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Exemple: Android/Joker

m sha256:
afeb6efad25ed7bf1bc183c19ab5b59ccf799d46e620a5d1257d32669bedff6f

m classe: f.b.a.a.a

this.keydata = "nuff";
this.salt = "Xu7PDSGzGRs=";

String pathname = this.b.a("txxloNzRiCUGA1LCRVepAvPIOFmo4TVqlrnl..",
this.keydata, this.salt);
String filename = this.keydata;

f.b.a.a.a(pathname,
this.ctx.getCacheDir() +
"/". concat(filename)) .a(this);
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Android/Joker: Chargement dynamique - Principe

Object cl = ctx.getClassLoader();

ClassLoader cl_obj = ClassLoader.newlnstance();
seekClz = cl_obj.loadClass("seek") ;

Method [] methodsList = seekClz.getMethods();

methodsList.get ("melody") .invoke (null, ctx)
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Andrond/Joker' Chargement dynamique - Code

MethodsIterable c methodsOfContext = MethodsIterable C. make
methodsOfContext.addMethod(new String[]{this.b. decryptPBE_b
methodsOfContext.addMethodWithParameterTypes(new Class[0]);
Object class loader = methodsOfContext.getFirstMethod().inv
String v10 1 = argl0.c();

Class cl = class loader.getClass(); // returns a ClasslLoad
ConstructorList b methodsOfClassLoader = ConstructorList b.
methodsOfClassLoader.doAdd(new String[]{cl.getName()});
methodsOfClasslLoader.setAccessible(true);

Object classloader obj = methodsOfClassLoader.getFirstConst
Class cl2 = v10 1l.getClass();

MethodsIterable c methodsOfClassLoader2 = MethodsIterable c
methodsOfClasslLoader2.setAccessible(true);
methodsOfClassLoader2.addMethodWithParameterTypes(new Class
methodsOfClassLoader2.addMethodWithReturnType(cl2.getClass(
methodsOfClassLoader2.addMethod(new String[]{this.b.decrypt
MethodsIterable c methodsOfSeek = MethodsIterable c.makeMet
methodsOfSeek.addMethod(new String[]{this.b.decryptPBE base
methodsOfSeek.addMethodWithReturnType(cl2.getSuperclass());
methodsOfSeek.getFirstMethod().invoke(null, this.ctx); //
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@® Détection de packers
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Comment savoir si I’'appli est packée ?

DroidLysis
m Détecte le principe du packing APKiD
m Détected que I'activité m Reconnait certains packers
principale n'est pas inclue dans connus, a base de regles Yara
le DEX m https://github.com/
m https://github.com/ rednaga/APKiD
cryptax/droidlysis
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Détection de packing avec Dr0|dLyS|s

cpu_abl : Retreives

dex_class_loader : (Potentially trylng to silently run ano
jni : (Uses Java JINI)

load library : (Loads a native library)

reflection : (Uses Java Reflection)

SEICD) : (None)

ide properties / What Resources/Assets do

urls

gps : (Use of GPS noticed in assets, librarie
jni onload :

play_services : (Uses Google Play services)

systemprop : (Inspects system properties)

embed exec :

RM properties / What native ARM libraries do

exec . (Tries to execute a process)

=

url in exec : (URL in executable)
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Détection de packing avec APKiD

[+] APKiD 2.1.3 :: from RedNaga :: rednaga.io
[*] ./16284 Video Oynatici.apk!classes.dex
| -> anti vm : Build.BOARD check, Build.MANUFACTURER chec
| -> : dexlib 2.x
[*] ./92148 Video Oynatici.apk!classes.dex
| -> anti vm : Build.BOARD check, Build.FINGERPRINT chec}
.MODEL check, Build.PRODUCT check, Build.TAGS check, SIM
etwork operator name check, possible Build.SERIAL check,
ice check, subscriber ID check
-> : dexlib 2.X

-> L_ : MultidexPacker

[*] ./cCom.sustain.tavorite.apk!classes.dex
|-> anti vm : Build.MANUFACTURER check

> : dexlib 2.x

> | : JsonPacker

.JCOom.panic.galn.apkrclasses.dex

anti vm : Build.MANUFACTURER check
i dexlib 2.x

: JsonPacker
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© Unpacking statique
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Unpacking statique : démo

Projet de semestre réalisé par Charles Puaux et Lucas Soursou
Superviseurs: Ludovic Apvrille et moi :)

$ java -cp ./build/classes/ DecryptJson.DecryptJson -i
com. Sponsor.economy . apk

1 packed sample(s) to process...

Extracting APK files...

Unpacking com.sponsor.economy (1/1)

Decrypted file was a zipped DEX.

Check /tmp/DecryptJson.com.sponsor.economy/
com. sponsor.economy .dex
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Comment écrire un unpacker statique ?

m Etape 1. Il faut savoir unpacker a la main. Sans utiliser Frida
et ses dérivés (dynamiques)

m Etape 2. Automatisation.
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Exemple: unpacker statique pour ” JsonPacker”

Ou est le DEX chiffré ?

$ 1s ./assets
animation_me_boost. json kQTUiw. json

animation_me_clean. json licenses
animation_scan_whats_app_empty.json load.js

m C'est toujours un .json

m Nom court et aléatoire

kQTUiw.json

Android/BianLian: 576be33dbbd61ad2643304adcf4e2240e689a6b24641a1882d892bb71ad3d5c6
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Algorithme de déchiffrement

LUz0eBsTwTdRzFfQhTxGsEsRjZulxJoDs .KDhWiBeTsGelUaDrNkMeEaNz = this. tankvague(veO_1);
this.igZNhGdCPdiW_378729 = this.OwpSogJRiwQ_280433 / this.gWNxYShyOlx_949934 + 8x210;
byte[] v7 = new byte[((int)Math.floor(argl7.length))];

this. iqZNhGdCPdW 378729 = this. gWNxYShyOlx_ 949934 * this.OwpSogJRiwQ_280433 - 68;
int[] v12 = LUzOeBsTwTdRzFfQhTxGsEsRjZulxJoDs.KDhWiBeTsGelaDrNkMeEaNz ;

int v13;

for(vl3 = 0; ((double)vl3) < Math.ceil(argl7.length); ++vl13) {

int v@_2;
for(v0_2 = 0; v0_2 < 7; ++v0_2)

this.igZNhGdCPdW_378729 = this.OwpSogJRiwQ_280433 + this.gWNxYShyOlx_949934 * 71 - 83;
}

LUz0eBsTwTdRzFfQhTxGsEsRjZulxJoDs.GGL0kRtAeKh = (LUz0eBsTwTdRzFTQhTxGsEsRjZuIxJoDs.GGLOKRtAekKh
int v0_3 = this.gWNxYShyOlx_949934;

int v1_1 = this.igZNhGdCPdW_378729;

this. prSthJleO 280433 = vO_3 - vl 1;

int v3 = LUteBsTwTdRzFthTszEsR]ZquJoDs GGLOkRtAeKh;

LUz0eBsTwTdRzFTQhTxGsEsRjZuIxJoDs. JAHerLquDchRHwRfGCJquGhIxUbDonPiOyZpOzEnSqKICt = (LUz
this. OwpSogJRiwQ 280433 = vl 1 - v0_3 + 7988189;

this. filmskirt(v3, LUz0eBsTwldRzFfQhTxGsEsRjZuIxJoDs.JALIrUwLuYxDcSbRUIWRTGCIkMqGhIxUbDwUOP1Qy.
int v0_4 = this.OwpSogJRiwQ_280433;

this.gWNxYShy0lx_ 949934 = vo_4 / this. 1gZNhGdCPdW_378729 - @x1FC242;

this.igZNhGdCPdW_378729 = vB_4 - this.gWNxYShyOlx_ 949934 * 501411;

int v14 = LUzOeBsTwTdRzFthTszEsR]ZquJoDs JATTrUwLuYxDcSbRUIWRTGcIkMgGhIxUbDwloPiQyZpQzEnSgK
this.gWNxYShy0lx_949934 = this.iqZNhGdCPdW_378729 / 520 + vO_4 - 0x6543D;

int v15 = this.punchswift('b', 5222L, v12, LUteBSTwTdRzFthTszEsR]ZquJoDs GGLOkRtAeKh) ;
this.igZNhGdCPdi 378729 = 27 - 12 / this. UprogJRlWO 280433 - this.ghiNxYShyOlx_949934;

int v0_5 = this.punchswift('z', 0x179161L, v12, vl14);

int v2 = this.OwpSogJRiwQ_280433;

this.igZNhGdCPdW_378729 = 0x124CFE - this. gWNxYShy0lx_949934 + v2;

int vO_6 = v12[(v15 + v0_5) % 0x100];

this.gWNxYShy0lx_949934 = th:l.s 1qZNhGdCPdW_378729 - 0x76715 / v2 + 370983;

v7[v13] = this.dieselbitter(Math.ruund(vo_ﬁ) ~ argl7[v13]);

this.iqZNhGdCPdW 378729 = this. OwpSogJRiwQ_280433 + this.gWNxYShyOlx_949934 + 8x27C4A908;
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Algorithme de déchiffrement

LUz0eBsTwTdRzFTQhTxGsEsRjZuIxJoDs .KDhWiBeTsGelUaDrNkMeEaNz = this.tankvaiue(vo 1)

= new Eyte[((int)Math.fluor(arql?.lengtﬁ))];

byte[] v7 =
s T

int[] v12 = LUz0eBsTwTdRzFfQhTxGsEsRjZulxJoDs.KDhWiBeTsGelaDrNkMeEaNz;

int v13;
for(vl3 = 0; ((double)vl3) < Math.ceil(argl7.length); ++vl13) {
int v@ 2;

LUzOeBsTwTdRzFf%thGsEsRiZquJoDs.GGIOerAeKh = (LUzOeBsTwTdRzFfQhTxGsEsRjZuIxJoDs.GGLOKRtAeKh
I

int v3 = LUteBsTwTdRzFthTxEsEsR]ZquJoDs.GGIUthAeKh;
LUz0eBsTwTdRzFTQhTxGsEsRjZuIxJoDs . JALTI rUwlLuYxDcSbR1IwWRTGcIkMgGhIxUbDwloPiQyZpQzEnSgKlCt = (LUz

this.filmskirt(v3, LUz0eBsTwTdRzFfQhTxGSEsRjZulxJoDs.JALIrUwLuYxDcSbRIIWRFGcIkMgGhIxUbDwUoPiQy.
int v0_4 = this.OwpSogJRiwQ 280433,

int v14 = LUz0eBsTwTdRzFFfQhTxGsEsRjZuIxJoDs.JALTrUwl uYxDcSbRIIWRTGcIkMgGhIxUbDwloPiQyZpQzEnSqK

int v15 = this.punchswift('b', 5222L, v12, LUz0eBsTwTdRzFfQhTxGsEsRjZuIxJoDs.GG1OkRtAeKh);

int v0_5 = this.punchswift('z', 0x179161L, v12, vl14);

int vO 6 = v12[(v15 + vO 5) % 0x100];

v7[v13] = this.dfeselbitter(Math.ruund(vO_E) ~ argl7[v13]);
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Algorithme de déchiffrement

LUz0eBsTwTdRzFfQhTxGsEsRjZuIxJoDs.expandedKey = this.expandKey(key);

byte[] output = new byte[((int)Math.floor(encryptedDex.length))];
this.igZNhGdCPdW_378729 = this.ghWNxYShy0Olx_949934 * this.OwpSogJRiw(Q_280433 - 60;
int[] theExpandedKey = LUz0eBsTwTdRzFfQhTxGsEsRjZuIxJoDs.expandedKey;

int i;
for(i = 0; ((double)i) < Math.ceil(encryptedDex.length); ++i) {
int vO 2;

LUz0eBsTwTdRzFfQhTxGsEsRiZuIxJoDs.varl = (LUz0eBsTwTdRzFfQhTxGsEsRjZuIxJoDs.varl + 1) % 0x100;

int avarl = LUzOeBsTwTdRzFfQhTxGsEsRjZuIxJoDs.varl;
LUz0eBsTwTdRzFTQhTxGsEsRjZuIxJoDs.var2 = (LUzOeBsTwTdRzFTQhTxGsEsRjZuIxJoDs.var2 + theExpandedKe

this.swap(avarl, LUzO0eBsTwTdRzFfQhTxGsEsRjZuIxJoDs.var2, theExpandedKey);

int v@ 4 = this.OwpSogJRiwQ 280433;

int v14 = LUz0eBsTwTdRzFTQhTxGsEsRjZulxJoDs.var2;

int expKeyl = this.get('b', 5222L, theExpandedKey, LUz0eBsTwTdRzFfQhTxGsEsRiZulIxJoDs.varl);

int expKey2 = this.get('z', 8x179161L. theExpandedKey, v14):

int current key = theExpandedKev[(expKeyl + expKey2) % 0x100];

outputlil = this.justReturnInput(Math.round(current kev) ~ encryptedDex[il):
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Apres nettoyage

int varl = 0;

int var2 = 0;

byte[] outputContent = new byte[inputContent.length];
for (int i3 = 0; i3 < inputContent.length; i3 ++) {

}

varl = (varl + 1) % 256;

var2 = (var2 + payloadKeyl[varl]) % 256;

swap (payloadKey[varl], payloadKey[var2]);

int keyloop = payloadKey[(payloadKey[vari] +

— payloadKey[var2]) % 256] ;

outputContent[i3] = (byte) ((keyloop) ~ inputContent[i3]);

return outputContent;
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Trouver la clé

public static String balancetortoise() {

int vO = 9;

int vl = 0x400;

int v2;

for(v2 = 9; v2 < 41; ++v2) {

vl 0x40E;

}

byte[] v3 = {105, 10, 82, 8};
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Automatisation a coup de Regexp

"\\.1line [0-9]+(\\s){5}iput-boolean (v|p)[0-9], " +

"(vlp) [0-9], L(.{1,100}/){3}.{1,100};->.{1,100}:.(\\s){6}" +
"(invoke-static \\{\\},

< L(.{1,100}/){3}.{1,100};->.{1,100:\\ \\D " +
"Ljava/lang/StringBuilder; (\\s){6}){0,1}" +

"(const.* (vl|p)[0-9], [x\"0-9a-fA-F]l+.*x(\\s){6}){0,1}" +
"(new-array (vlp)[0-9], (vIp)[0-9], .{1,3}(\\s){6}){0,1}" +
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O Unpacking avec Medusa
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Frida

'use strict';
console.log(" [*] Hooking dynamic class

5 . . < / method v6");
ObJeCtlon Java.perform(function(){

var dexclassLoader =
— Java.use("dalvik.system.DexClassLoac

| Frida |

dexclassLoader.loadClass.overload ("
= function(name){

var dyn_class_name =

— '"com.poverty.economy";

. var result =

Android <» this.loadClass(name,false);

if (name.includes(dyn_class_name)){

var active_classloader =

< result.getClassLoader();
var factory =

— Java.ClassFactory.get (active

—
—
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Démo de Medusa

able devices
Jevice(id="1local", name="Local System'

Device(id="socket", name="L

tor-5554", name="Android En

https://github.com/ChOpin/medusa
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https://github.com/Ch0pin/medusa

Android/Joker: 4 payloads !

https://look4[...]aliyuncs.com/designemoj

APK

appdir/cache/nuff (JAR)

lURLCIassLoader() + Reflexion
(RUN seek.melody())
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https://look4[...]aliyuncs.com/designemoj

Android/Joker: 4 payloads !

https://look4[...]aliyuncs.com/designemoj

APK

: appdir/cache/nuff (JAR) PAYLOAD 1

lURLCIassLoader() + Reflexion
(RUN seek.melody())
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https://look4[...]aliyuncs.com/designemoj

Android/Joker: 4 payloads !

https://look4[...]aliyuncs.com/nunber

APK ——IJN{Ee) ol Serveur

D 2

appdir/files/seek (DEX)

DexClassLoader() + Reflexion 4
(RUN cantus.bustle())
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https://look4[...]aliyuncs.com/nunber

Android/Joker: 4 payloads !

https://look4[...]aliyuncs.com/nunber

Ny ¢ PAYLOAD 1

PAYLOAD 2: appdir/files/seek (DEX)

DexClassLoader() + Reflexion
(RUN cantus.bustle())
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https://look4[...]aliyuncs.com/nunber

Android/Joker: 4 payloads !

https://xjuys.[...]Jaliyuncs.com/xjuys
N ¢ PAYLOAD 1

|

PAYLOAD 2

Autre Serveur

appdir/files/Yang (DEX)

DexClassLoader() + Reflexion
(RUN com.xjuys.xjuys())
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Android/Joker: 4 payloads !

https://xjuys.[...]Jaliyuncs.com/xjuys
N ¢ PAYLOAD 1

|

PAYLOAD 2

Autre Serveur

PAYLOAD 3  ..ccceevveeeeerereieiniiis :
: appdir/files/Yang (DEX) :

DexClassLoader() + Reflexion
(RUN com.xjuys.xjuys())
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Android/Joker: 4 payloads !

https://xjuys.[...Jaliyuncs.com/fbhx1

APK ——J\{KeIoN] Autre Serveur

4 appdir/files/jfao (DEX)

PAYLOAD 3
DexClassLoader() + Reflexion

(RUN com.facebook?2. j .a())
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Android/Joker: 4 payloads !

https://xjuys.[...Jaliyuncs.com/fbhx1

APK ——J\{KeIoN] Autre Serveur

PAYLOAD 2 PAYLOAD 4

PAYLOAD 3
DexClassLoader() + Reflexion

(RUN com.facebook?2. j .a())
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https://xjuys.[...]aliyuncs.com/fbhx1

Android/Joker: 4 payloads !

Ny ¢ PAYLOAD 1

PAYLOAD 3

PAYLOAD 4a PAYLOAD 4b

Plus d'infos: https://cryptax.medium.com/...
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https://cryptax.medium.com/tracking-android-joker-payloads-with-medusa-static-analysis-and-patience-672348b81ac2

Alternatives a Medusa

el

m Installation automatique de
Frida

m Aussi analyse statique

m Tres facile d'ajouter des
hooks

) m Facile a adapter

m Installation facile

m Installation facile

m Super monitoring fichiers, .
d d
shared prefs, http m En ligne de commande )
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Conclusion

m Les unpackers statiques, ca vaut le coup !

m Medusa rocks!
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Alternatives

House

Ostart 4 Preload [ Monitor =~ ® Enumeration

& FiLEIO 28 SHAREDPREFERENCES S HTTP @ WEBVIEW

/ Enable/Disable T Clear All

Hooks 4 Intercept

i Clear

MethodName Args Dump

Java.util.concurrent.ThreadPe un(ThreadP java:641) arge: http://ajwamccalla26.website/api/vi/device
java.util.concurrent.T! (ThreadP java:1167)

com.alpha.rocket.bot.g$bs$1.run(Unknown Source:2)
com.alpha.rocket.bot.gsb.a(Unknown Source:2)
com.alpha.rocket.bot.c.d$2.a(Unknown Source:12)
com.alpha.rocket.bot.c.d.a(Unknown Source:0)
com.alpha.rocket.bot.c.d.a(Unknown Source:113)
com.alpha.rocket.bot.c.d.a(Unknown Source:23)

java.net.URL C JRL.java:1006)
com.android.okhttp.Http} penC p java:ad)
com.android.okhttp.OkUrlFactory.open(OkUrlFactory.java:54)
com.android.okhttp.OkUrlFactory.open(OkUrlFactory.java:62)
com.android.okhttp.internal.huc HttpURLConnectionimpl. <init>
(HEtpURL Connectionimpl java:119)
com.android.okhttp.internal.huc. HEtpURLC <init>
(HttpURLConnectionimpl.java:114)

java.net HttpURLConnection. <init>(Native Method)
HttpURLConnection( argTypeo : object )

java.util.concurrent.Tt ker.run(ThreadP java:641) arge: http:
java.util.concurrent.Tt Tt 1167)
com.alpha.rocket.bot.g$bs1.run(Unknown Source:2)

com.alpha.rocket.bot.g$b.a(Unknown Source:2)

com.alpha.rocket.bot.c.d$2.a(Unknown Source:12)

/ajwanccall426 . website/api/vi/device

$irc
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* MISC

Return Value

(void) : undefined
@ 15:31:20:810

(void) : undefined
@ 15:31:20:771



Alternatives

Stopped (lick to start)

Type Method

GGG EEEEEEEEEEE:

Fingepint R R T T
atiksysemDexCass o citocavalang Stingpavalang Sing> avalang StigsvaLang ClassLoacer voic>
dtikeystemDexcile nblgava o Flslevoics

Djramictoscer

gClass>

5 emcoacer atviksysemDaxFie cibigavalang i
dalvik
dalvik

FileDescriptr Javaio e cits(cavaio Fles<javalang Stingoioids

AMemoryDexClassLoader initiciavaioByleBufers javalang ClassLoaderskvoich

iksystamPaihClassL oadsr ints(qava ang Sting>avalang ClassLoadercvoids

pat

o i acalang Sing><avalang Sing> Gavalang ClassLoadersyeveid>

FleDescrpto e iits(qava ang Sting><jaa Lang Stingsle

FieDescriptor o cit>(qavalang Sting>)evoid>

FleDescripto

Javalang Class forNamolqavalang Srng><booloar>

javalangcl . avalang

Javalang Runtime loadiGavalang Stingslevoid

g Runtime loadUbraryavalang S

©0©0©©0©©©©©0000©0000 00

ssueObserver Javalang SectityException initdavalang Stings<java ang Throwables)avoid>
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Alternatives

123% ©F

DONATEY  ABOUT Search MD5

Dynamic Analyzer - com.egov.app

# Activity Tester

DshowScreen | #¥RemoveRoot CA | R UnsetHTTP(S) Proxy | @ TLS/SSL Security Tester | BB Exported Activity Tester
B Generate Report

3 Get Dependencies | B¥Takea Screenshot | == Logcat Stream

<[> Frida Code Editor
’ Dynamic Analyzer Frida Logs Errors

Invoking MobSF agents.
Environment is ready for Dynamic
Analysis.

Start Instrumentation or Run the
application and navigate through the
different flows or business logic manually.

Frida Scripts
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Alternatives

URL(

URL (
URL (
URL(

URL (

URL(

URL (
URL (

Return Value
Return Value
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